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Be an excellent department for girls to empower them in the field of Electronics

and Communication engineering to excel in industry and serve society.

Mission:

e To prepare professionally competent students and staff through academic
excellence.

e To create a conducive environment in the department for exchange of ideas
and knowledge.

e To provide opportunities in the department for skill development and
innovation.

e To provide resources and infrastructure for best learning experience in the
department.




Message from Head of Department

Dr. S. N. Sampat

Head of the Department Electronics and communication
Engineering.,

(I/C principal ,GPG . Surat)

Dear students,

In reaction to the COVID-19 Global Pandemic, GPG, SURAT was closed to
normal activity from March 2020, and successfully moved to a Distance Learning
model. This monumental task was accomplished to observe the expectations and
guidelines that the Government places on us through the Minister of Education to
ensure our ongoing safety.

It’s exciting to think that, despite all the things that went wrong, we got things
done. Thank you so much for your encouragement and your willingness to accept
when we couldn’t do things the way we traditionally had.

We are also proud that some of our Senior Members are taking an active role in
sharing information and making sense of this situation.

I would like to conclude by thanking all staff, students and parents for your
support and encouragement throughout this semester and particularly thank you
for your flexibility in responding so graciously to the changes we have had to
make to ensure compliance.

Governmental guidance in response to the coronavirus pandemic is being
regularly updated. Please follow the instructions from Government on self-
isolation, social distancing. By doing so, you are not only protecting your own
health and that of people you live with, but you are also playing your part in
reducing the impact of the virus on vulnerable people and on the economy.

I am hopeful We continue to follow all COVID-related safety procedures to
remain healthy and safely.

Kind Regards,
Principal of GPG, Surat




Mr. Shaileshkumar M. Gheewala. Lecturer, Department of Electronics and communication
Engineering & have published a paper in International Journal of Latest Trends in Engineering
and Technology. Here we have taken this document so that all can be aware of RESEARCH
CHALLENGES IN WIRELESS SENSOR NETWORK.

ATTACKS AND COUNTERMEASURE, TRUST MODEL IN WIRELESS
SENSOR NETWORK: RESEARCH CHALLENGES

Mr. Shaileshkumar Mahendralal Gheewala

Lecturer, Department of Electronics and communication
Engineering

email: shaileshmgheewala@gmail.com

Abstract- A wireless Sensor network (WSN) consists of battery operated sensing and
computing devices deploying for monitoring application. With the advent of new technologies
WSNs are providing a new class of information to human beings, In most cases the network are
stationary but as a revolutionary step the WSNs have to consider mobility. Recent research has
provided means by which WSN has more secure communication or data aggregation. The unreliable
network and deployment of nodes in open environments leads to several kind of attack. In this
research paper analyzed existing attacks, counter measure model and methods are proposed.
Keywords — Wireless Sensor Network, Security issue, Trust based Model.

I. INTRODUCTION :

The Wireless Sensor Network (WSN) consists of large number of deployed sensor nodes and
base nodes. In the near future, due to immense development of MEMS technology the wireless
sensor networks are anticipated to consist of thousand of inexpensive nodes, each having sensing
capability with limited computational and communication power.

The node consists of one processing unit like microcontroller or microprocessor (generally 8
or 16 bit), memory unit and power unit. Base node or sink node received data from the deployed
node which measure any physical quantity. The sensor node can be used in variety of application
such as military, environment, wildlife, home automation and health monitoring etc. As, node are
deployed in environment, the network is more susceptible for attacks. The cryptographic solution is
used for other network are not fusible due to resource constraints. This leads WSN in need of a new
approach for providing security. It must be light weighted in terms of processing and
communication cost in order to increase lifespan of the network. The research paper was proposed
after study and analysis of existing attacks and counter measure for that attack's algorithm in terms
of memory and power consumption.

However, the following issues are reaming:

¢ By using various counter measure algorithm process become delayed

¢ Overall system performance becomes very slow as number of nodes is increase.

e Multiple message transmission affected.

The section II describes various kind of attacks in wireless Sensor Network, Section III

provides Trust and Trust based Management System, and Section IV discuss about Trust based

model and Limitations followed by conclusion and references.




II. ATTACKS IN WIRELESS SENSOR NETWORK

The wireless sensor networks are more prone to attacks as they are deployed in the
environment. This section provides the list of existing attacks.
A. Sniffing attack—
Sniffing attack is generally found in following kind of topology in which data can reach to the sink
by hop to hop basis. A node can listen to all the packets sent by its all neighbors. However, if two
nodes are exchanging information regarding routing, data or signaling information and the
malicious node overhead it, then in future the malicious node can go for new types of attacks in the
network.
Countermeasure
Cryptography of messages which needs point to point communication reduces the sniffing attack.
But key management and heavy cryptography algorithm like RSA, DES, and AES make process
slow and consume more power in processing rather in communication.
B. Hello Flood Attack —
Hello packets are used to exchange routing information. Each node broadcast the information, if it
comes to know that there is an update for shortest path to sink node. This creates flooding in entire
network. An intruder will always try to broadcast the packet subsequently advertising low-cost
routes. The sensor node is generally deployed for application in the environment and nodes
configured themselves and preparing the routing table for reaching sink via neighbour nodes with
minimum hop count. In case of dynamic network every new node in the network broadcast the
advertising of minimum hop count message and that will cross verify by other nodes. It causes the
delay in entire process. The energy consume by the node for routing information is more rather data
aggregation.
Countermeasure
The static and pre planned location of node avoid the flooding attacks in the network. If dynamic
topology required then Hash key authentication algorithm is good solution with lowest bit
authenticate key.
C. Energy Drain Attack
The attacker initiates the large no of traffic through which the energy of the network gets drained.
Eg. Denial-of services attacks.
Countermeasure
As, WSN is energy constrained network and this kind of attack drain the network lifespan. The data
aggregation and cluster head based approach overcome the energy drain attacks.
D. Droop Packet Attacks
In this type of attack node try to catch the packet and drop them. In multihop kind of network and
data aggregation algorithm affect lot with this kind of attack.
Countermeasure
Authentication key, secure routing algorithm with proper weight channel and monitor the behavior
of the sleep and wake time of node with reduce amount of acknowledge and handshaking frame can
overcome Droop packet attacks.
E. Sink, black, grey and worm hole attack
In sink hole attack, false node misguide the other node of network by advertising shortest path to
base station or sink node. The advertisement packet consist of black hole attack signifies the low
latency channel for sink node. The attacker forward this packet to other node and try to find out



other information by proper study of packet like node Id, packet size and authentication key and
MAC address of the node. Where worm hole attack drop certain type of packet like routing and
handshaking information packet. The combination of Sink, Black and worm hole packet Detroit the
network performance.

Countermeasure

Secure routing algorithm with proper end to end communication. Static and fixed topology
overcomes this problem. [1-4]

F. Stealthy attack

In this type of attack, attacker tries to send the high or low value of data rather than aggregate data
value. The stealthy attack is targeted for dynamic and distributed type of network where cluster
head send the aggregate data to the sink node. Cluster head algorithm works on selection of
minimum or aggregate data collected from the neighbour node. So, poor data aggregation algorithm
easily broke by sending false value of aggregation function.

Countermeasure

To overcome stealthy attack the cluster head threshold design such a way that it can sense the
drastic change of neighbour data. Cluster head has to compare the current data with the previous
aggregate data and threshold data.

The attacks which discussed above are applicable for hop to hop architecture and every node
depends on the neighbor node for data, routing and control information. For proper management of
node functionality still it require more research work in synchronization, sleep and wake time MAC
algorithm. To overcome intruder attacks trust based mode between the neighboring node proposed
by many researchers and few popular model discuss in the section III but still more research work
require for tiny device have low processing, power and memory capability.

III. TRUST AND TRUST MANAGEMENT SYSTEM IN WIRELESS SENSOR
NETWORK

It has been used in field like e-bay, e-commerce application, and MANET etc. All trust model
applied in specific application are not same would not apply to WSN. As, WSN is more resource
constrain in terms of processing, space and communication.

Trust is normally interpreted as belief, subjective probability or reputation. Trust is subjective
opinion in the reliability of other entities or functions, including veracity of data, connectivity path,
processing capability of node and availability of services etc.

The trust is subjective, dynamic, asymmetric, non transitive and reflexive in characteristics. In the
network, each node collects information about services provided by its neighbors. When a node
needs the service of its neighbor nodes, it uses the collected information to calculate the trust, based
on which it decides whether to get services with its neighbor or not. [5]

Trust Management System

The trust is generally for node trust, communication trust and path trust in the network. The
following methods are for trust management system.

A. Threshold of Trust value

The threshold value for particular value can be high or low depending on the application and trust

based model and threshold value could be continuous or discrete.

B. Data Gathering



Data gathering can be implicit or explicit. It can be collecting the data implicitly based on
observation of other entity or by explicitly sending request to other entity to send required
information. [6]

C. Decision making and updates

Based on trust value, the node performs necessary action with other entity. After action gets
completed, based on result of action, the node updates the trust value. If entity behaves in the same
manner as predicted, then update the value positively else negatively. [5]

IV. THE TRUST MODEL IN WIRELESS SENSOR NETWORK

A. Agent based Trust Model

Chen et al., [6] proposed an agent based trust model. ATSN (Agent based trust on sensor network)
runs at middleware of every agent node. As, agent based approach is applied for multi hop WSN
communication topology. In that every node monitor the behavior of the neighbor node like
forwarding data time and control frame time and processing time for algorithms. The ATSN and
RFSN are almost similar with one another and differ with several uncertainties.

Limitation of Trust based Model

ATSN uses agent nodes with more power, long radio range and large storage space then normal
sensor node to perform operations. ATSN work with fixed window and aging is specified by
considering the positive outcome from current window. The agent node propagates the trust value to
sensor node with encryption technique.

B. Weight based Trust Model

Hur et al. [7] proposed a weight based trust model. The trust is used to eliminate data from
malicious node, during data aggregation. The every node is capable enough to compare the receive
data with sensed data duration and develop a weight trust model on it.

Limitation of Weight based trust model
The model highly based on synchronism phenomenon.

C. BEACON BASED TRUST MODEL

Srinivasan et al. [8] propose a reputation based beacon system. The system was developed on the
location information of the node. When node advertise beacon that time it also advertise its location
to neighbor node. The node with location information consider as a malicious node and reputation
develop with location information is quite slow process for huge node network.

A sensor node uses a neighbor reputation table to determine whether or not to use a given beacon's
location information based on a simple majority scheme. This will help to find out malicious node.

Limitation of Beacon Trust Model

Beacon Trust model is depend on the neighbor reputation table that highly vulnerable for attacks.



ATTACK RELATED TO TRUST BASE MODEL IN WSN

The good node sends the negative feedback for reputation. There is little method by which
malicious node try to establish trust in WSN.

e The node just spoofs their identity with different MAC address or with different authentication
key id.

¢ The malicious node sends different trust or threshold value for all neighboring node to develop
the trust.

V. CONCLUSION

Importance of Wireless Sensor Network cannot be denied as the world of computing is getting
portable and compact. Unlike wired networks, WSN pose a number of challenges to security
solution due to their unpredictable topology, wireless shared medium, heterogeneous resources and
stringent resources etc. Security is not a single layer issue but multilayered issue. It requires multi
fence security solutions that provide complete security spanning over the entire protocol stack. The
existing protocols are typically attack- oriented in that they first identify several security threats and
then enhance the existing protocol or propose a new protocol. Therefore, more ambitious goal for
WSN, MANET and ad hoc network security is to develop a multifence security solution that is
embedded into possibly every component in network, resulting in depth protection that offers
multiple lines of defense against many both known and unknown security threats.
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Students of electronics and communication department 5 th semester have
prepared a working model under guidance of Mr. k. D. Thummar (lecturer in
E.C.) Which can be very helpful in this covid -19 pandemic situation.

COVID -19 SAFETY ENTRY SYSTEM

Mr. Kamlesh D. Thummar (Guide)
Lecturer,
Department of Electronics and communication Engineering

PARMAR SONAL BHOI SEEMA JAGADALE SNEHAL KULAL RACHITA
Enrollment No. : Enrollment No. : Enrollment No. : Enrollment No. :

186150311024 186150311002 186150311013 186150311016

PATEL DRASHTI CHAUDHARI YASHIKA PANDYA NIDHI

Enrollment No. : Enrollment No. : 186150311004 Enrollment No. :

186150311028 186150311023
INTRODUCTION:

According to data obtained by the World Health Organization, the global
pandemic of COVID-19 has severely impacted the world and has now infected more
than eight million people worldwide. Wearing face masks and following safe social
distancing are two of the enhanced safety protocols need to be followed in public
places in order to prevent the spread of the virus. To create safe environment that
contributes to public safety, we propose an efficient computer vision based approach
focused on the real-time automated monitoring of people to detect both safe social
distancing and face masks in public places by implementing the model on raspberry
pito monitor activity and detect violations through camera. After detection of breach,
the raspberry pi sends alert signal to give alarm to public. In this proposed system
modern deep learning algorithm have been mixed with geometric techniques for
building a robust modal which covers three aspects of detection, tracking, and

.



validation. Thus, the proposed system favors the society by saving time and helps in
lowering the spread of corona virus. It can be implemented effectively in current
situation when lockdown is eased to inspect persons in public gatherings, shopping
malls, etc. Automated inspection reduces manpower to inspect the public and also can
be used in any place.

BLOCK DIAGRAM :
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BELOW ARE SOME IMAGE OF WORKING MODEL

sanitizer dispenser.

Automatic Hand sanitizer Mini Automatic Door




STUDENT CORNER

PANDEY ANSHU SANJAY

Enrollment No. : 1861503 11022 (Fifth Semester)
Department of Electronics and communication
Engineering
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